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INTERNATIONAL COPYRIGHT PIRACY:
A GROWING PROBLEM WITH LINKS TO
ORGANIZED CRIME AND TERRORISM

THURSDAY, MARCH 13, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON COURTS, THE INTERNET,
AND INTELLECTUAL PROPERTY,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Subcommittee met, pursuant to call, at 9:10 a.m., in Room
2141, Rayburn House Office Building, Hon. Lamar Smith [Chair-
man of the Subcommittee] presiding.

Mr. SMITH. The Subcommittee on Courts, the Internet, and Intel-
lectual Property will come to order.

I'm going to recognize myself and the Ranking Member for open-
ing statements, and we’ll certainly put the opening statements of
all other Members, without objection, into the record. And after
that, we'll move immediately to our witnesses and look forward to
hearing their testimony.

Today, the Subcommittee will conduct its second hearing on
copyright piracy. The first hearing addressed peer-to-peer copyright
infringement on university campuses. The Subcommittee now will
examine the extent of international copyright piracy and whether
there are links between this activity and organized crime and ter-
rorism.

The rise of the Internet and new digital media has changed the
way that the public enjoys entertainment products, including music
and movies. One of the advantages of digital formats, such as CDs
and DVDs, is that they offer extremely high-quality reproduction of
audio and video. A major disadvantage is that digital formats make
the works very susceptible to piracy. Since every digital copy offers
a perfect reproduction, these works are easily copied and distrib-
uted over the Internet on a global basis.

Last year, American copyright-based industries suffered more
than $9 billion worth of piracy-related losses in 56 countries. Half
of those losses affected the music industry. In fact, there was one
pirated music product for every three sold worldwide.

In 2000, the annual seizure of pirated discs for the Motion Pic-
ture Association was 1.9 billion units. By the close of 2002, it was
up to 6.1 billion units. In just 2 years, the annual piracy rate had
increased five times.

In some places, such as Asia and parts of the former Soviet
Union, pirated software accounts for nearly 90 percent of the soft-
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ware used. At the close of 2002, for example, seizures of pirated
Microsoft products alone exceeded $1.7 billion.

The copyright industries drive the engine of the American econ-
omy. Exports and foreign sales of U.S. copyrighted products total
$100 billion, which helps the national balance of trade. Copyrighted
works are a result of American creativity. When properly commer-
cialized, these works lead to jobs, profits, and a more enjoyable
quality of life for us all.

There is good reason why the Founders embraced the concept of
intellectual property protection. They realized that if creators can-
not gain from their creations, they will not bother to create. And
actors and writers and composers and singers cannot gain if their
work is stolen. Would any other American industry be able to sus-
tain its operations for long if a third of its sales were lost to theft?

A recent article in Time Europe noted that an average drug deal-
er pays $47,000 for a kilo of cocaine with an estimated street value
of 594,000, which yields 100 percent profit. For the same $47,000
investment, a pirate could buy or produce 1,500 pirated copies of
Microsoft’s Office 2000 professional software and resell it for a prof-
it of 900 percent.

In other words, the overhead for pirating copyrighted material
relative to other illegal economic activities is minimal, the profits
are exceptional, and the relative risk level of attracting the atten-
tion of law enforcement officials is low. Well, low risk and high
profit is how criminals view piracy.

In the end, it really doesn’t matter whether the pirates are indi-
viduals or crime organizations. One thing is clear. Their activity is
rising, and it must be addressed.

That concludes my opening statement, and now I'll recognize the
Ranking Member, Mr. Berman of California, for his.

Mr. BERMAN. Well, thank you, Mr. Chairman. And I want to
commend you for putting together the third week, the third
straight fine hearing, and I appreciate your scheduling this and or-
ganizing it.

And I particularly want to thank you for inviting Joan Borsten
Vidov to testify. She’s a constituent of mine, and she’s been a friend
for a very long time, a very long time. She brings a valuable per-
spective to the hearing, that of an American entrepreneur whose
business has been dramatically impacted by a foreign government’s
sustained campaign to steal her rights to intellectual property.

Because we usually hear about copyright piracy from large cor-
porations or celebrities, we often lose sight of the impact that pi-
racy has on individual American entrepreneurs or copyright own-
ers.

While Internet—international hard goods piracy may seem a dull
subject to some, it is a critical issue to U.S. copyright holders. The
aggregate hard good piracy losses suffered by U.S. copyright indus-
tries in foreign nations are pretty astounding. You've mentioned
some of the figures. You talked about 56 countries. I have an esti-
mate that it probably equals $20-$22 billion annually worldwide,
not including Internet piracy.

Individual foreign countries—China, $1.85 billion; $770 million
in Brazil; $800 million in Italy; $757 million in Taiwan; and $756
million in the Russian Federation. Another interesting statistic—93



3

percent of business software sold in China, 47 percent of music sold
in Taiwan, 80 percent of movies sold in the Russian Federation
were pirated.

In 2001, 99 percent of entertainment software sold in Brazil was
pirated, while, in 2002, 55 percent of entertainment software sold
in Italy was pirated.

As piracy percentages climb in a particular nation, it becomes in-
creasingly difficult for U.S. copyright owners to establish a legiti-
mate market. In some cases, as with entertainment software in
Brazil, U.S. copyright owners have had to abandon the market en-
tirely. They simply can’t justify the expense of maintaining a pres-
ence in a nation where the demand for their copyrighted works is
almost entirely met by vastly cheaper pirated versions.

The piracy-related inability of U.S. copyright owners to access a
legitimate market in many foreign countries results in real harm
to the U.S. economy. The core copyright industries make a tremen-
dous contribution to the U.S. economy, accounting for more than 5
percent of the U.S. gross domestic product. That’s more than the
deficit will be in about 5 or 6 years. [Laughter.]

Mr. BERMAN. How much greater would the contributions to the
U.S. economy be if U.S. copyright owners could access foreign mar-
kets otherwise dominated by pirate product? Our Microsoft witness
will speak to some real numbers, but I do want to remark on his
estimate that in 2008, software piracy will cost the U.S. $1.6 billion
in lost tax revenue.

These numbers and percentages can seem dry, and their sheer
size sometimes begs skepticism. And that’s why Joan’s presence
today, I think, is so important. Her personal story of intellectual
property theft by the Russian government provides a context to
these numbers, just as she provides a face for U.S. victims of inter-
national copyright piracy.

I don’t want to steal her thunder, but I want to highlight a cou-
ple of the issues that I think her particular situation represents.
In Joan’s case, the theft of her intellectual property rights is not
some private syndicate operating in distant shadows within a for-
eign government, but it is the foreign government itself—the Rus-
sian Federation government.

Through the establishment of dummy corporations, fraudulent li-
cense transfers, and illegal pressuring of Russian courts, the Rus-
sian Federation government has attempted to deprive Joan of her
valid license to copyrights for a library of Soviet era animation.

Where a foreign government is itself stealing intellectual prop-
erty from a U.S. citizen, it is particularly appropriate for the U.S.
Government to demand that the foreign government stop the theft.
Conversely, it would be entirely inappropriate for the U.S. to grant
any special trade privileges, such as WTO accession or GSP bene-
fits, to a foreign nation whose government is stealing intellectual
property from a U.S. citizen.

I know your particular focus, Mr. Chairman, is on the links be-
tween organized crime, terrorism, and this international piracy. In
that regard, I wish to note that intellectual property theft by a gov-
ernment represents the very essence of organized crime.

In any nation, there is typically no bigger organization than its
government and no greater power. Thus, when the government
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steals intellectual property, it is engaging in organized crime of the
highest magnitude.

I thank you again, Mr. Chairman, for scheduling the hearing and
yield back.

[The prepared statement of Mr. Berman follows in the Appendix]

Mr. SmITH. Thank you, Mr. Berman.

Let me introduce our witnesses today. Our first witness is the
Honorable John G. Malcolm, currently a deputy assistant attorney
general in the Criminal Division of the Department of Justice,
where his duties include overseeing the Computer Crime and Intel-
lectual Property Section, the Child Exploitation and Obscenity Sec-
tion as well, the Domestic Security Section, and the Office of Spe-
cial Investigations.

An honors graduate of Columbia College and Harvard Law
School, Mr. Malcolm served as a law clerk to judges on both the
United States District Court for the Northern District of Georgia
and the 11th Circuit Court of Appeals.

Our next witness is Rich LaMagna, who is the senior manager
of worldwide investigations at Microsoft, where he manages global
anti-piracy investigations. In this capacity, he provides policy and
operational guidance to members of the Microsoft worldwide anti-
counterfeiting team.

Mr. LaMagna received his B.A. from Gettysburg College in 1970
and a master’s of arts in liberal studies from Georgetown Univer-
sity in 1996. He is a graduate of the Foreign Services Institute in
Chinese and French studies and is fluent in Cantonese, Mandarin,
and French.

Our next witness is Jack Valenti, who is president and chief ex-
ecutive officer of the Motion Picture Association of America. Born
in Houston, Texas, Mr. Valenti became a highly decorated service-
man while serving in the Army Air Corps in World War II. In
1952, he co-founded the advertising political consulting agency of
Weekley & Valenti.

He is perhaps best known, however, for his service as a special
assistant to President Johnson from 1963 to 1966. On June 1,
1966, Mr. Valenti resigned his White House post to assume the
helm at MPAA. He has a B.A. from the University of Houston and
an MBA from Harvard.

Our last witness is Joan Borsten Vidov, who is president of Films
by Jove, Inc., a California-based film production and distribution
company, which acquired in 1992 worldwide rights to most of the
award-winning animation library of Moscow’s Soyuzmultfilm Stu-
dio.

Ms. Borsten received her B.A. in comparative literature from the
University of California at Berkeley and her M.S. in bilingual edu-
cation at USC.

Welcome to you all. Without objection, your entire written testi-
mony will be made a part of the record. I would ask you all to try
to keep your comments within the 5 minutes allotted. But we very
much look forward to hearing from you all today.

And Mr. Malcolm, we’ll begin with you.
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STATEMENT OF JOHN G. MALCOLM, DEPUTY ASSISTANT AT-
TORNEY GENERAL, CRIMINAL DIVISION, UNITED STATES
DEPARTMENT OF JUSTICE

Mr. MaLcoLM. Thank you, Mr. Chairman. I'll try to abide by the
time limits you set.

Mr. SMITH. Turn on your mike. Is it

Mr. MALcOLM. There we go. Okay.

Mr. Chairman, Members of this Committee, thank you for invit-
ing me to testify today. I am pleased to offer the Justice Depart-
ment’s views on the links among organized crime, terrorism, and
intellectual property piracy.

The focus of this hearing is extremely important, and I commend
you, Mr. Chairman, for your attention to this issue. At the outset,
I would like to take this opportunity to acknowledge your consider-
able and consistent support of law enforcement during your distin-
guished tenure as Chairman of this Committee. You've played a
vital role in many cybersecurity issues, and the department is, in-
deed, grateful for your support.

The strong enforcement of intellectual property laws is a priority
for the Department of Justice, and with the assistance of this Sub-
committee, we will continue to wage an aggressive battle against
piracy in the months and years ahead.

As you know, Mr. Chairman, with Congress’s generous support,
Attorney General Ashcroft has established 13 Computer Hacking
and Intellectual Property (or CHIP) units across the Nation. These
specialized units, which are comprised of dedicated Federal pros-
ecutors whose primary focus is on prosecuting high-tech crimes, in-
cluding intellectual property crimes, help the Justice Department
to keep pace with the rapidly changing face of high-tech crime.

The establishment of these specialized units ensures that indi-
viduals who misuse technology to further criminal activity will not
find a safe haven in the United States.

Congress also allocated resources that have allowed the depart-
ment to significantly increase the size of the Criminal Division’s
Computer Crime and Intellectual Property Section, or CCIPS, as
it’s more commonly known.

Intellectual property protection is one of CCIPS’s core respon-
sibilities. CCIPS now has a deputy chief whose sole responsibility
is to oversee and manage 10 attorneys within the section who are
dedicated to IP enforcement. These attorneys are developing a fo-
cused and aggressive long-term plan to combat the growing threat
of piracy.

As my written testimony outlines, Mr. Chairman, the Justice De-
partment has achieved many significant victories as of late against
IP pirates. One of those cases is Operation Buccaneer. To date,
over 20 convictions have been attained in this ongoing investiga-
tion of online international piracy groups. The sentences in these
cases have been the longest ever imposed for online piracy, ranging
from 33 to 46 months imprisonment.

Just yesterday, CCIPS, working with the CHIP unit in the east-
ern district of Virginia under the able stewardship of U.S. attorney
Paul McNulty, indicted Hew Raymond Griffiths, a leader in some
of the most well-known online piracy groups around the world.
Griffiths, whose screen name was Bandido, directed the actions of
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many of the defendants I mentioned before who have already been
convicted and sentenced.

Over the course of the past 2 years, while Operation Buccaneer
systematically dismantled the criminal organizations he managed
and incarcerated many of the people he supervised, Mr. Griffiths
remained in Australia, seemingly beyond the reach of U.S. law en-
forcement. However, the department will seek to extradite Mr.
Griffiths for criminal prosecution.

The decision to extradite Griffiths for his role in intellectual
copyright piracy should send a strong signal around the world. For
too long, people engaged in piracy have believed that if they were
outside the borders of the United States, they could violate our in-
tellectual property laws with impunity. They’re wrong.

This indictment and the extradition sends a clear and unequivo-
cal message to everybody involved in illegal piracy that, regardless
of where you are, the Justice Department will find you, investigate
you, arrest you, prosecute you, and incarcerate you.

In the battle against piracy, international cooperation is essen-
tial, and Operation Buccaneer has been precedent setting in this
regard. Indeed, U.S. law enforcement continues to support its coun-
terparts in the United Kingdom, Sweden, Finland, and Norway,
who are investigating individuals in those countries in connection
with this ongoing operation. Our commitment to strong intellectual
property rights enforcement will not stop at our borders.

Mr. Chairman, piracy today is big business—a worldwide, multi-
billion dollar illicit economy, which robs legitimate industries and
creators of income, while driving up the costs to consumers. Not
surprisingly, criminal organizations are playing a more prominent
and dangerous role in piracy around the globe.

My written testimony describes two different, yet equally trou-
bling types of criminal organized activity that are emerging glob-
ally—organized online piracy groups, such as the one run by Mr.
Griffiths, and traditional organized crime syndicates operating pri-
marily from Asia to Eastern Europe.

While it’s true that online piracy or warez groups do not fit
squarely within the definition of organized crime used by the de-
partment, they are nonetheless responsible for placing a massive
number of pirated movies, music, games, and software into circula-
tion each year and represent a significant and growing threat to in-
tellectual property rights around the globe. They specialize in being
the first to release new pirated software to the warez community
for unauthorized and unlimited reproduction and distribution.

These online groups are extremely security conscious, often uti-
lizing the latest technology to hide their illegal operations. Like le-
gitimate companies, top-tier warez groups have clear hierarchies
and divisions of labor. Rank and position within warez groups are
based on a variety of factors, including special skills, length and
quality of service to the group, and reputation within the warez
scene.

A typical group—which consists of people all around the world
who may know each other only by their screen names—will consist
of one or two leaders, two or three high-level individuals known as
council, 12 to 15 staff members, and a general membership com-
prising anywhere from 20 to 80 individuals.
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The more work somebody does for the group, the higher within
the organization that person will move, and the greater access that
person will have to pirated material.

What’s surprising to many, Mr. Chairman, is that online piracy
groups typically don’t engage in piracy for monetary gain. That
having been said, it would be a grave mistake to dismiss their con-
duct as harmless or unimportant.

On the contrary, most of the pirated movies, music, games, and
software available on the Internet come from these high-level
warez groups. And further, they are the source for much of the pi-
rated products which filter their way down to less sophisticated,
but more widely used distribution mechanisms, such as peer-to-
peer networks.

While the pirates who steal and distribute software do not profit
monetarily, the consequences to the victim companies are just as
dire as if they did. For many victim companies, particularly smaller
companies whose livelihood depends upon the success of only one
or two products, irreversible damage occurs the moment the pirat-
ed digital copy hits the Internet.

Among emerging concerns is the fact that traditional organized
crime syndicates appear to be playing a dominant role in the pro-
duction and distribution of certain types of hard goods piracy, such
as optical disks. This problem seems particularly prevalent in Asia
and parts of the former Soviet Union. Unlike warez groups, the
goal of these organized crime groups is to make as much money as
they possibly can.

Highly organized criminal syndicates pose special challenges for
law enforcement because they have significant resources to devote
to their illegal operations, thereby increasing the scope and sophis-
tication of their activity. They control international distribution
channels, which allow them to move massive quantities of pirated
goods, as well as any other illicit goods, throughout the world.

These groups will not hesitate to threaten or injure those who at-
tempt to interfere with their operations. Throughout Asia, orga-
nized crime groups operate assembly lines and factories that gen-
erate literally millions of pirated optical discs. These groups pirate
a full range of products, ranging from music to software to movies
to video games. Anything that can be reproduced onto an optical
disk and sold around the globe is available.

Mr. SmiTH. Mr. Malcolm, we’'re 7% minutes into your testimony,
and I'm only half way through your written statement. I'm getting
concerned.

Mr. MaLcoLM. I apologize. Actually, I only had two more para-
graphs, but I'll be happy to yield and would be happy to answer
your questions.

[The prepared statement of Mr. Malcolm follows:]

PREPARED STATEMENT OF JOHN G. MALCOLM

Mr. Chairman and Members of the Subcommittee:

Thank you for inviting me to testify before you today. This is an extremely impor-
tant topic, and I commend you, Mr. Chairman, for holding this hearing. This hear-
ing and the others recently held by the Subcommittee are providing the American
public with an important look at the growing threat of intellectual property (IP)
crime, which chiefly includes copyright piracy, trademark counterfeiting, and theft
of trade secrets. Today I am pleased to offer the views of the Department of Justice
on the links among organized crime, terrorism and intellectual property piracy.
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THE DEPARTMENT OF JUSTICES ANTI-PIRACY PROGRAM

The enforcement of this nation’s criminal laws protecting intellectual property is
a priority at the Department of Justice. Since the beginning of his tenure, Attorney
General Ashcroft has worked diligently to ensure that the prosecutorial resources
needed to address intellectual property crime are in place. Shortly after becoming
the Attorney General, he used additional resources provided by Congress to estab-
lish or expand Computer Hacking and Intellectual Property (or CHIP) Units in ten
U.S. Attorney’s Offices across the nation. These specialized units consist of dedi-
cated federal prosecutors whose primary focus is on prosecuting high tech crimes,
including IP crimes. Subsequently, the Attorney General established three addi-
tional CHIP units, and used additional funding to bolster the cyber and IP prose-
cutive resources in a number of other jurisdictions. The CHIP units ensure that the
Department of Justice has a ready supply of prosecutors to pursue IP cases. The
expertise of the various CHIP Units helps the Justice Department to keep pace with
the changing face of high-tech crime. Rapid advances in technology bring new chal-
lenges to the investigators and prosecutors who handle these cases, and the estab-
lishment of these specialized units ensures that the individuals who misuse tech-
nology to further their criminal activity will not find a safe haven in the United
States.

The CHIP Units complement the already existing network of Computer and Tele-
communications Coordinators (CTCs) that serve in every United States Attorney’s
Office. The CTCs regularly receive specialized training in the investigation and
prosecution of high-tech crimes, including intellectual property crimes. Many of the
94 U.S. Attorneys Offices have two or more CTCs to help meet the growing demand
for trained high-tech prosecutors.

Working hand-in-glove with the CHIP Units and the CTC network is the Criminal
Divisions Computer Crime and Intellectual Property Section, also known as CCIPS,
which I supervise. Created as a Unit in 1991 by then-Assistant Attorney General
Robert Mueller and elevated to a Section in the Criminal Division in 1996, CCIPS
is a highly specialized team of over thirty-five lawyers who focus exclusively on com-
puter and intellectual property crime. CCIPS attorneys prosecute cybercrime and in-
tellectual property cases; advise and train local, state, and federal prosecutors and
investigators in network attacks, computer search and seizure, and IP law; coordi-
nate international enforcement and outreach efforts to combat intellectual property
and computer crime worldwide; and comment upon and propose legislation. For ex-
ample, CCIPS attorneys worked with Congress, including Members of this Com-
mittee, in 1997 to improve IP enforcement through the legislative amendments
made by the “No Electronic Theft” (NET) Act. Those amendments extended federal
criminal copyright law to unlawful large-scale reproduction and distribution of copy-
righted works even when the thieves do not make a profit. In 1999, CCIPS prosecu-
tors obtained the first convictions after trial under the Economic Espionage Act of
1996, a criminal statute that protects trade secrets. CCIPS also worked with the
U.S. Sentencing Commission in 2001 to amend the sentencing guidelines to provide
substantial sentences for copyright infringement.

With the deeply appreciated support of Congress, we have significantly increased
the size of the Computer Crime and Intellectual Property Section in the past eight-
een months, which is allowing us to devote additional resources to address piracy
both here and abroad. Intellectual property protection is an important part of my
portfolio, and a core responsibility of CCIPS. Moreover, for the first time, CCIPS has
a Deputy Chief whose sole responsibility is to oversee and manage the attorneys in
the Section dedicated to IP enforcement. At present, there are ten CCIPS attorneys
working full-time on the IP program. The attorneys of CCIPS are developing a fo-
cused and aggressive long-term plan to combat the growing threat of piracy. They
are developing and implementing the Departments overall anti-piracy strategy, as-
sisting AUSAs in the prosecution of intellectual property crimes, and reaching out
to international counterparts to ensure a more effective world-wide response to in-
tellectual property theft. Working in concert, CCIPS, the CTC Network, and the
CHIP Units create a formidable, multi-pronged approach to prosecuting intellectual
property crimes. We are already beginning to see the positive results of their efforts.

SIGNIFICANT PROSECUTORIAL ACCOMPLISHMENTS:

In the past few years we have achieved many significant prosecutorial victories
against IP pirates. I would like to take just a few minutes to highlight some of our
most recent accomplishments.



Operation Buccaneer:

The Computer Crime and Intellectual Property Section, working with the CHIP
Unit for the Eastern District of Virginia and the United States Customs Service,
continues to investigate and prosecute a massive international copyright piracy con-
spiracy code-named “Operation Buccaneer.” This undercover investigation cul-
minated in the simultaneous execution of more than 70 searches worldwide in De-
cember 2001, including searches in Australia, Finland, Sweden, Norway, and the
United Kingdom. It was the largest Internet software piracy investigation and pros-
ecution ever undertaken, and the first to reach across international borders to
achieve coordinated enforcement action against domestic and foreign targets. The
investigation targeted multiple top-tier, highly organized and sophisticated inter-
national piracy or “warez” groups that specialized in “cracking” the copyright protec-
tion on software, movie, game and music titles and distributing tens of thousands
of those titles over the Internet. I will discuss their organized criminal operations
in more detail shortly.

As a result of Operation Buccaneer, as of today, twenty U.S. defendants have been
convicted of felony copyright offenses, sixteen of those in the Eastern District of Vir-
ginia. Nine defendants have received prison sentences of between 33 to 46 months,
the longest sentences ever imposed for Internet copyright piracy. Six defendants are
awaiting trial in the United Kingdom, and I can assure you with virtual certainty
that more prosecutions will be brought in the U.S. as this investigation progresses.
In both its scope and outcome, Operation Buccaneer is the most significant Internet
piracy case ever brought, and it has sent a strong deterrent message which con-
tinues to resonate throughout the copyright piracy community.

United States v. Mynaf:

On February 13, 2003, a California man, Mohsin Mynaf was sentenced in the
Eastern District of California to 24 months in federal prison for multiple violations
relating to copyright, including Digital Millennium Copyright Act violations, crimi-
nal copyright infringement, and trafficking in counterfeit labels. Mynaf operated a
videocassette reproduction center which produced counterfeit movie videocassettes,
which he would then sell at various locations throughout California. In addition to
24 months in federal prison, Mynaf must also pay in excess of $200,000 in restitu-
tion. Three other individuals have also been convicted of aiding and abetting Mynaf
in his illegal activity and are awaiting sentencing. This case was successfully pros-
ecuted by a CTC in the U.S. Attorneys Office in Sacramento, California.

Operation Decrypt:

On February 11, 2003, in the Central District of California, as part of a year-long
investigation known as Operation Decrypt, 17 individuals were indicted for their
roles in developing sophisticated software and hardware used to steal satellite tele-
vision signals. One of the individuals has already pled guilty and admitted to being
responsible for nearly $15 million in losses to the victim companies. An additional
nine defendants have also agreed to plead guilty to various crimes as a result of
their involvement. The defendants in these cases used online chat rooms to ex-
change information and techniques on how to defeat the sophisticated security pro-
tections utilized by satellite entertainment companies. In October of 2002, search
warrants were executed in seven states as part of this operation. Operation Decrypt
is being prosecuted by an attorney with the CHIP Unit for the Central District of
California, located in Los Angeles.

United States v. Ke Pei Ma, et. al:

On February 26, 2003, in a joint operation between federal and local law enforce-
ment in New York City, four arrests were made and six people were charged (two
remain fugitives) in conjunction with an investigation of the illegal distribution of
Symantec and Microsoft software. At the time of the arrests, over $9 million worth
of counterfeit software was seized from distribution centers in the New York area.
The defendants are believed to have distributed thousands of copies of counterfeit
software and received an estimated $15 million over two years in return for the pi-
rated products. In a single two-month period, the defendants received nearly $2 mil-
lion dollars as a result of their illegal activity. This case was prosecuted by attor-
neys in the CHIP Unit in the Eastern District of New York.

United States v. Rocci:

Beginning on February 25, 2003, the Computer Crime and Intellectual Property
Section, working with the CHIP Unit for the Eastern District of Virginia, engaged
in a ground-breaking and highly-successful public education effort as part of a con-
viction originally obtained in December of 2002. In December, David Rocci of Vir-
ginia, pled guilty to conspiring with others to traffic in illegal circumvention devices
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in violation of the Digital Millennium Copyright Act. Rocci was the owner and oper-
ator of the most prominent publicly-accessible web site on the Internet dedicated to
providing information about the “warez” scene and copyright infringement,
www.iSONEWS.com. Rocci used his web site as the exclusive medium to conduct
the illegal sale of circumvention devices known as “mod chips,” which defeat secu-
rity protections in the Microsoft Xbox and allow unlimited play of pirated games on
the gaming console. As a condition of his guilty plea, Rocci transferred his domain
name and website to the United States. Upon taking control of the domain name
late last month, the United States replaced iSONEWS.com with a new web page
providing information about U.S. v. Rocci, as well as a general anti-piracy message
outlining the potential criminal consequences for engaging in illegal piracy. (A copy
of the website is attached to this testimony.) This case marks the first time that
the United States has assumed control of an active domain name in an intellectual

roperty case. In the first three days, the new law enforcement site received over
238,000 hits from Internet users worldwide. As of March 11, the two week mark,
the site received over 550,000 hits. The Department feels a strong sense of responsi-
bility to educate the public about the need to respect intellectual property rights and
will look for additional opportunities like this to build upon successful prosecutions
of those who willfully violate those rights.

Mr. Chairman, as you can see, the Department of Justice is actively pursuing in-
tellectual property criminals engaged in a wide array of illegal activity, and we are
doing so using all of the various statutes at our disposal. Our efforts are beginning
to pay off, and we are having success in our battle with global piracy. But we are
not resting on our laurels and are aware that there is much work to be done. We
remain committed to this effort and will build on our success by continuing to pros-
ecute piracy aggressively.

ORGANIZED CRIMINAL ACTIVITY AND PIRACY:

As a result of cases such as those I have just mentioned, law enforcement today
has a deeper and more sophisticated understanding of piracy than it has ever had
before. Piracy is a continually evolving crime. Traditionally, piracy operations were
small, often run by individuals or a loose collection of people trying to make a quick
buck in what has been perceived to be a fairly “risk-free” criminal enterprise. How-
ever, in recent years, that has changed. Piracy is now big business: a world-wide,
multi-billion dollar illicit economy which robs legitimate industries and creators of
income, while driving up costs for consumers.

It is against this backdrop that criminal organizations are playing a more promi-
nent—and dangerous—role in piracy around the globe. Organized criminal activity,
in many forms, is clearly a factor in global piracy today. Today, I will talk about
two different, yet equally troubling, types of organized criminal activity that are
emerging globally organized on-line piracy groups and traditional organized crime
syndicates operating from Asia or Eastern Europe.

ORGANIZED ON-LINE PIRACY GROUPS:

One aspect of piracy—practically non-existent as recently as twenty years ago—
is online or Internet piracy. The Internet has changed the landscape of intellectual
property crimes in many ways. Piracy over the Internet poses significant challenges
for law enforcement. It is harder to detect than traditional means of piracy, and it
costs the pirates virtually nothing to operate, while generating countless perfect dig-
ital copies of music, movies, software and games in just a fraction of the time it
would take to generate the copies manually. Even when we successfully remove the
source of digital piracy, any copies previously distributed remain on the Internet
and can spawn a whole new generation of pirated products with little more than
a few strokes on a keyboard.

As mentioned, until recently, on-line piracy was believed to be high-return, low-
risk endeavor by many in the piracy community. Now, however, through a number
of high-profile enforcement actions, the Department is making it clear to members
of the online piracy community that their activities may have dire consequences for
them. In addition to Operation Buccaneer, attorneys from the Department, along
with the Federal Bureau of Investigation, have effectively prosecuted online pirates
in other cases, such as the “Pirates with Attitude” and “Fastlane” prosecutions in
Illinois, and two ongoing prosecutions, “Operation Bandwidth” in Nevada and “Op-
eration Digital Piratez” in New Hampshire. We are committed to continuing to dis-
rupt the online piracy community. The word is out: the Department of Justice will
pursue online pirates and will put them in jail.

The Department has learned a great deal about the online piracy community.
First and foremost, it is dominated by a handful of highly structured, security con-
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scious groups which exist solely to engage in piracy online. These organized criminal
groups are frequently referred to as “warez” groups. While warez groups are a rel-
atively new phenomenon, they are responsible for placing a massive number of pi-
rated movies, music, games and software into circulation each year, and represent
a significant and growing threat to intellectual property rights around the globe.

The leading international warez groups compete against each other to attain a
reputation as the fastest, highest quality, free providers of pirated computer soft-
ware, including utility and application software, PC and console games, and movies.
These groups specialize in being the first to release new pirated software to the
warez community for unauthorized reproduction and distribution. The groups pros-
ecuted as part of Operation Buccaneer were among the most notorious organized on-
line piracy groups in the warez scene.

These criminal organizations are extremely security conscious, utilizing state-of-
the-art technology to attempt to shield their illegal activity from victim companies
and from law enforcement. They are also highly organized, structured to maximize
their manpower and technological know-how to fully and efficiently support their il-
legal activity.

Like legitimate companies, “top-tier” warez groups have clear hierarchies and di-
visions of labor. Rank and position within warez groups are based on a variety of
factors, including special skills, length and quality of service to the group, and rep-
utation within the warez scene. A typical group—which can consist of people all
over the world who may know each other only through their screen names—will
consist of one or possibly two leaders, two or three high level individuals known as
“Council,” twelve to fifteen Staff members, and a general Membership comprising
anywhere from twenty to eighty individuals. The Leader has ultimate authority over
all aspects of the group and its activities. Council members are primarily respon-
sible for the group’s day-to-day operations, including preparation of new releases,
recruitment, and security issues. Staff members are typically the most active indi-
viduals in preparing a group’s new releases for distribution, or in maintaining the
group’s “File Transfer Protocol” (FTP) sites from which the pirated software is dis-
tributed. Finally, the general Members contribute to the group in a variety of ways,
including acting as occasional suppliers of new software, hosting the groups FTP
servers, or providing hardware (e.g., laptops, hard drives, routers, other computer
equipment) to other group members for use in their warez activities. The more work
someone does for the group, the higher up the organization that person will move,
and the greater the access that person will have to pirated products.

While there are countless similarities, two factors distinguish warez groups from
traditional organized crime syndicates. First, warez groups conduct their illegal op-
erations in the cyber world as opposed to the physical world. Second, and perhaps
most startling, warez groups typically do not engage in piracy for monetary gain.
In fact, in some quarters of the warez scene, pirates who engage in “for profit” oper-
ations are held in contempt and criticized.

Despite the fact that warez groups typically do not profit directly, it would be a
grave mistake to dismiss their conduct as harmless or unimportant. On the con-
trary, warez groups pose a growing and significant threat to intellectual property
rights holders around the world. It is generally agreed that most of the pirated mov-
ies, music, games and software available on the Internet come from these high-level
warez groups. Further, they are the source for much of the pirated products which
filter their way down to less sophisticated, but more widely used, distribution mech-
anisms such as peer-to-peer networks. For example, a warez group dedicated to
music piracy will obtain unauthorized advance copies of songs and albums and dis-
tribute those advance copies to the warez scene. Within days, or frequently within
just a few hours, the warez music release filters down to public “Internet Relay
Chat” (IRC) channels and peer-to-peer networks—often weeks before its commercial
release date. The availability of MP3 files on the Internet in advance of legitimate
CD’s being made publicly available results in a direct injury to the artists and to
the recording industry.

While the pirates who steal and distribute copyrighted works do not profit mone-
tarily, the consequences to the victim company are just as dire as if they did. For
many victim companies, particularly smaller companies whose livelihood depends
upon the success of only one or two products, irreversible damage occurs the mo-
ment the pirated digital copy hits the Internet.

Any consideration of organized crime and IP must include top-level warez release
groups. While we recognize that our efforts must address all aspects of online and
hard-good piracy, including the pursuit of those involved in the lower tiers of the
Internet distribution chain, the Department will continue to devote significant re-
sources to pursuing warez groups.
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TRADITIONAL ORGANIZED CRIME AND INTELLECTUAL PROPERTY.

Another emerging concern is the fact that traditional organized crime syndicates
appear to be playing a dominant role in the production and distribution of certain
types of hard goods piracy, such as optical disks. This problem seems particularly
prevalent in Asia and parts of the former Soviet Union. Unlike warez groups, the
goal of these organized crime groups is to make as much money as they can.

The continued emergence of organized crime poses substantial challenges for law
enforcement. Highly organized criminal syndicates frequently have significant re-
sources to devote to their illegal operations, thus increasing the scope and sophis-
tication of their criminal activity. Further, by nature, these syndicates control inter-
national distribution channels which allow them to move massive quantities of pi-
rated goods, as well as other illicit goods, throughout the world.

As one might expect, these groups do not hesitate to threaten or injure those who
attempt to interfere with their illegal operations. Industry representatives in Asia
report that they have been threatened and their property has been vandalized by
members of these syndicates when their anti-piracy efforts strike too near the illegal
operation. Government officials have also been threatened. These criminal syn-
dicates are a formidable foe, but one that must be dealt with to truly attack the
problem of intellectual property theft.

Throughout Asia, organized crime groups operate assembly lines and factories
that generate literally millions of pirated optical discs. These groups pirate a full
range of products ranging from music to software to movies to video games. Any-
thing that can be reproduced onto an optical disk and sold around the globe is avail-
able. There is also anecdotal evidence that syndicates are moving their production
operations onto boats sitting in international waters to avoid law enforcement.

Recently, an attorney from the Computer Crime and Intellectual Property Section
visited Kuala Lumpur, Malaysia to conduct law enforcement training for Malaysian
prosecutors and agents. According to Malaysian officials with whom he spoke, many,
if not most, of the optical disk production facilities in Malaysia are owned and oper-
ated by organized crime syndicates, specifically very wealthy and powerful criminal
gangs or “triads” from Taiwan which control a significant number of facilities not
just in Malaysia but across Asia generally.

The reach of organized crime appears to extend beyond the production of optical
disks into the distribution chain. While in Malaysia, that same CCIPS attorney vis-
ited an open air market, similar to ones found in large cities around the world,
which offered a myriad of pirated products. While touring the market, our attorney
learned that many vendors offer their goods on tables covered in brightly colored
cloths which indicate that vendors affiliation with a specific criminal syndicate. One
vendor may use a red cloth to show his affiliation with one criminal gang, while
his neighbor offers his wares on a blue cloth signifying his affiliation with another
criminal gang.

Of course, this problem is not limited to Malaysia, but occurs in other parts of
the world such as in parts of the former Soviet Union. Additionally, many organized
piracy groups from Asia use South America, most notably Paraguay, as a trans-
shipment point for pirated products. Industry groups have reported that organized
crime from Taiwan and other parts of the world control much of the distribution
of optical disks into Latin America through Ciudad del Este.

It is also true that the pirated goods produced by organized crime syndicates enter
into and are distributed throughout the United States. There is ample evidence, for
example, that Taiwanese triad members import into the United States massive
amounts of counterfeit software and other counterfeit products, such as “remarked”
computer chips. The reach of these organized crime operations is undeniably global
in scope.

Of course, developing more and better intelligence about these organized crime
groups and their operations is just the first step in what will be a long and poten-
tially difficult process of targeting this type of activity. Because most of these syn-
dicates operate outside the United States, we must rely on foreign governments for
much of the enforcement efforts in this area. The importance of international co-
operation cannot be overstated. If a government lacks the will or the expertise to
enforce IP laws, organized crime will continue to proliferate with impunity. Even
in countries that have the will and expertise to fight back, a lack of investigative
resources, inadequate laws, a judicial system that will not impose serious sentences,
or corruption can grind IP enforcement to a halt.

The Department of Justice is committed to being a constructive part of the United
States government’s international IP outreach efforts. In particular, we are focusing
our resources on those foreign nations which face surmountable difficulties in the
investigation and prosecution of IP crimes. We are pleased to be working with other
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United States agencies, such as the Patent and Trademark Office, the State Depart-
ment and the U.S. Trade Representative, to ensure that foreign nations are com-
mitted to building sound and lasting IP enforcement regimes.

The Justice Department will continue to work closely with investigative agencies,
especially the Federal Bureau of Investigations and the United States Customs
Service, to develop additional intelligence sources and information in order to en-
hance our ability to respond to the growing threat of organized crime from Asia and
other parts of the world. This is a serious and emerging threat that victimizes
American rights holders, costs companies hundreds of millions of dollars, and dam-
ages our nation’s economy. There is no easy solution. The task at hand requires a
concerted effort on the part of industry, government and law enforcement. The De-
partment stands ready to do its part.

TERRORISM AND PIRACY

Finally, Mr. Chairman, I want to close by briefly discussing terrorism. Earlier I
noted that organized crime syndicates are frequently engaged in many types of il-
licit enterprises, including supporting terrorist activities. On this point, I want to
be crystal clear. Stopping terrorism is the single highest priority of the Department
of Justice. We are constantly examining possible links between traditional crimes
and terrorism, and we will continue to do so. All components of the Justice Depart-
ment, including CCIPS, the Counterterrorism Section, and the Organized Crime and
Racketeering Section, will do everything within their power to make sure that intel-
lectual property piracy does not become a vehicle for financing or supporting acts
of terror.

CONCLUSION

On behalf of the Department of Justice, I want to thank you again for inviting
me to testify today. We thank you for your support over the years and reaffirm our
commitment to continuing to work with Congress to address the significant problem
of piracy. I will be happy to answer any questions that you might have.
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DEFENDANT INDICTED IN CONNECTION WITH OPERATING ILLEGAL INTERNET
SOFTWARE PIRACY GROUP

ALEXANDRIA, Va.- United States Attorney Paul J. McNulty and Michael Chertoff,
Assistant Attorney General for the Criminal Division, announced today the indictment of Hew
Raymond Griffiths, of Bateau Bay, Australia, on charges related to his leadership of one of the
oldest organized software piracy groups on the Internet. The Department of Justice also announced
that it intends to seek his extradition in the coming weeks.

A federal grand jury charged Griffiths, 40, with one count of conspiracy to commit criminal
copyright infringement and one count of criminal copyright infringement. If convicted on both
counts, the defendant could receive a maximum sentence of ten years in federal prison and a
$500,000 fine.

The indictment charges Griffiths, known by his screen nickname as "Bandido," with being
co-leader of Drink Or Die, an illegal intemet software piracy group founded in Russia in 1993. The
Intemet software piracy (or warez) group expanded intemationally throughout the 1990's.

During the three years prior to its dismantlement by federal law enforcement in December
2001, the group is estimated to have caused the illegal reproduction and distribution of more than
$50 million worth of pirated software, movies, games and music.

"Griffiths thought he was beyond the reach of U.S. law enforcement,” said U.S. Attorney
Paul McNulty. "He will be proved wrong. We will seck formal extradition from Australia in the
coming weeks, but for now, the message should be clear: no matter who you are or where you live,
if you steal the intellectual property rights of individuals and businesses, we will not stop at our
borders to find you and bring you to justice."
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"The internet makes this type of law enforcement cooperation across international borders
essential,”" said Michael Chertoff, Assistant Attorney General for the Criminal Division, "The
indictment of Hew Raymond Griffiths shows that international cooperation can result in effective
criminal enforcement on a global scale.”

"While combating terrorism is our top priority, agents with the Bureau of Immigration
and Customs Enf will inue to vig ly pursue those who use the Internet to
commit crimes," said Michael Garcia, Assistant Secretary for Immigration and Customs
Enforcement at the U.S. Department of Homeland Security. "Operation Buccaneer clearly
d rates federal law enft 's resolve to stop cyber pirates and prosecute them to the
fullest extent of the law."

According to the indictment, Griffiths oversaw all the illegal operations of Drink Or Die,
a warez group that specialized in "cracking